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bogotobogo.com	site	search:	IAM	Role	An	IAM	Role	consists	of	two	parts:	Permission	policy	and	Trust	policy.	The	permission	policy	specifies	the	permission	of	the	role	while	the	trust	policy	describes	who	can	assume	that	role.	Once	the	IAM	Role	is	assumed	by	an	allowed	entiry,	AWS	STS	(Security	Token	Service)	provides	the	temporary	security
credentials	to	the	entity.	The	temporary	security	credentials	contain	the	following:	Session	Token	Access	Key	ID	Secret	Access	Key	Expiration	IAM	Role	CloudFormation	Here	is	a	simple	template	in	json	to	create	IAM	Roles	and	associating	them	with	EC2	Instances	in	CloudFormation.:	{	"AWSTemplateFormatVersion":	"2010-09-09",	"Resources":	{
"myDummyRole":	{	"Type":	"AWS::IAM::Role",	"Properties":	{	"AssumeRolePolicyDocument":	{	"Statement":	[{	"Effect":	"Allow",	"Principal":	{	"Service":	["ec2.amazonaws.com"]	},	"Action":	["sts:AssumeRole"]	}]	},	"Path":	"/"	}	},	"myDummyInstanceProfile":	{	"Type":	"AWS::IAM::InstanceProfile",	"Properties":	{	"Path":	"/",	"Roles":	[{	"Ref":
"myDummyRole"	}]	}	},	"myDummyRolePolicies":	{	"Type":	"AWS::IAM::Policy",	"Properties":	{	"PolicyName":	"myDummy",	"PolicyDocument":	{	"Statement":	[{	"Effect":	"Allow",	"Action":	"*",	"Resource":	"*"	}]	},	"Roles":	[{	"Ref":	"myDummyRole"	}]	}	},	"myEC2Instance":	{	"Type":	"AWS::EC2::Instance",	"Properties":	{	"ImageId":	"ami-80861296",
"InstanceType":	"t2.nano",	"Monitoring":	"true",	"DisableApiTermination":	"false",	"IamInstanceProfile":	{	"Ref":	"myDummyInstanceProfile"	}	}	}	}	}	Here	are	the	steps:	Create	the	AssumeRolePolicy	Statement	and	AssumeRolePolicyDocument.	We	create	our	Statement	with	EC2	as	the	principal	and	AssumeRole	as	the	action.	Create	an
AWS::IAM::Role	for	our	EC2	instance,	associating	that	role	with	the	AssumeRolePolicyDocument.	"myDummyRole":	{	"Type":	"AWS::IAM::Role",	"Properties":	{	"AssumeRolePolicyDocument":	{	"Statement":	[{	"Effect":	"Allow",	"Principal":	{	"Service":	["ec2.amazonaws.com"]	},	"Action":	["sts:AssumeRole"]	}]	},	"Path":	"/"	}	},	Create	an
AWS::IAM::InstanceProfile	associated	with	our	AWS::IAM::Role.	"myDummyInstanceProfile":	{	"Type":	"AWS::IAM::InstanceProfile",	"Properties":	{	"Path":	"/",	"Roles":	[{	"Ref":	"myDummyRole"	}]	}	},	Create	a	policy	Statement	that	defines	the	allowed	action.	The	role	of	an	IAM	Policy	is	to	associate	a	PolicyDocument	with	one	or	more	of	the	instance
roles.	In	other	words,	there	is	a	one-to-one	mapping	of	an	IAM	Policy	to	a	PolicyDocument	but	the	IAM	Policy	can	hold	more	than	one	instance	role.	Put	that	policy	Statement	in	a	PolicyDocument.	The	associated	PolicyDocument	holds	the	PolicyStatement.	We	will	see	this	pattern	when	dealing	with	IAM	roles	in	CloudFormation	over	and	over:	creating
standalone	policy	Statement	that	then	get	added	to	PolicyDocument.	It	is	the	PolicyDocument	that	is	referenced	by	other	resources.	"myDummyRolePolicies":	{	"Type":	"AWS::IAM::Policy",	"Properties":	{	"PolicyName":	"myDummy",	"PolicyDocument":	{	"Statement":	[{	"Effect":	"Allow",	"Action":	"*",	"Resource":	"*"	}]	},	"Roles":	[{	"Ref":
"myDummyRole"	}]	}	},	Create	an	AWS::IAM::Policy	for	our	PolicyDocument	and	associate	it	with	all	the	AWS::IAM::Role,	i.e.,	instances,	that	need	that	role.	Finally,	when	we	create	our	instance	resource,	associate	our	AWS::IAM::InstanceProfile	with	our	instance	using	the	IamInstanceProfile	property.	We	only	specify	a	path.	Here,	we	give	the	root
path,	/,	but	we	could	use	the	path	to	restrict	where	this	policy	an	be	applied.	For	each	instance	role	we	create,	we	need	to	create	an	InstanceProfile.	There	is	a	one-to-one	mapping	between	instance	roles	and	InstanceProfiles.	"myDummyInstanceProfile":	{	"Type":	"AWS::IAM::InstanceProfile",	"Properties":	{	"Path":	"/",	"Roles":	[{	"Ref":
"myDummyRole"	}]	}	},	"myEC2Instance":	{	"Type":	"AWS::EC2::Instance",	"Properties":	{	"ImageId":	"ami-80861296",	"InstanceType":	"t2.nano",	"Monitoring":	"true",	"DisableApiTermination":	"false",	"IamInstanceProfile":	{	"Ref":	"myDummyInstanceProfile"	}	}	}	AWS	:	EKS	(Elastic	Container	Service	for	Kubernetes)	AWS	:	Creating	a	snapshot
(cloning	an	image)	AWS	:	Attaching	Amazon	EBS	volume	to	an	instance	AWS	:	Adding	swap	space	to	an	attached	volume	via	mkswap	and	swapon	AWS	:	Creating	an	EC2	instance	and	attaching	Amazon	EBS	volume	to	the	instance	using	Python	boto	module	with	User	data	AWS	:	Creating	an	instance	to	a	new	region	by	copying	an	AMI	AWS	:	S3
(Simple	Storage	Service)	1	AWS	:	S3	(Simple	Storage	Service)	2	-	Creating	and	Deleting	a	Bucket	AWS	:	S3	(Simple	Storage	Service)	3	-	Bucket	Versioning	AWS	:	S3	(Simple	Storage	Service)	4	-	Uploading	a	large	file	AWS	:	S3	(Simple	Storage	Service)	5	-	Uploading	folders/files	recursively	AWS	:	S3	(Simple	Storage	Service)	6	-	Bucket	Policy	for
File/Folder	View/Download	AWS	:	S3	(Simple	Storage	Service)	7	-	How	to	Copy	or	Move	Objects	from	one	region	to	another	AWS	:	S3	(Simple	Storage	Service)	8	-	Archiving	S3	Data	to	Glacier	AWS	:	Creating	a	CloudFront	distribution	with	an	Amazon	S3	origin	AWS	:	Creating	VPC	with	CloudFormation	AWS	:	WAF	(Web	Application	Firewall)	with
preconfigured	CloudFormation	template	and	Web	ACL	for	CloudFront	distribution	AWS	:	CloudWatch	&	Logs	with	Lambda	Function	/	S3	AWS	:	Lambda	Serverless	Computing	with	EC2,	CloudWatch	Alarm,	SNS	AWS	:	Lambda	and	SNS	-	cross	account	AWS	:	CLI	(Command	Line	Interface)	AWS	:	CLI	(ECS	with	ALB	&	autoscaling)	AWS	:	ECS	with
cloudformation	and	json	task	definition	AWS	Application	Load	Balancer	(ALB)	and	ECS	with	Flask	app	AWS	:	Load	Balancing	with	HAProxy	(High	Availability	Proxy)	AWS	:	VirtualBox	on	EC2	AWS	:	NTP	setup	on	EC2	AWS:	jq	with	AWS	AWS	&	OpenSSL	:	Creating	/	Installing	a	Server	SSL	Certificate	AWS	:	OpenVPN	Access	Server	2	Install	AWS	:	VPC
(Virtual	Private	Cloud)	1	-	netmask,	subnets,	default	gateway,	and	CIDR	AWS	:	VPC	(Virtual	Private	Cloud)	2	-	VPC	Wizard	AWS	:	VPC	(Virtual	Private	Cloud)	3	-	VPC	Wizard	with	NAT	DevOps	/	Sys	Admin	Q	&	A	(VI)	-	AWS	VPC	setup	(public/private	subnets	with	NAT)	AWS	-	OpenVPN	Protocols	:	PPTP,	L2TP/IPsec,	and	OpenVPN	AWS	:	Autoscaling
group	(ASG)	AWS	:	Setting	up	Autoscaling	Alarms	and	Notifications	via	CLI	and	Cloudformation	AWS	:	Adding	a	SSH	User	Account	on	Linux	Instance	AWS	:	Windows	Servers	-	Remote	Desktop	Connections	using	RDP	AWS	:	Scheduled	stopping	and	starting	an	instance	-	python	&	cron	AWS	:	Detecting	stopped	instance	and	sending	an	alert	email
using	Mandrill	smtp	AWS	:	Elastic	Beanstalk	with	NodeJS	AWS	:	Elastic	Beanstalk	Inplace/Rolling	Blue/Green	Deploy	AWS	:	Identity	and	Access	Management	(IAM)	Roles	for	Amazon	EC2	AWS	:	Identity	and	Access	Management	(IAM)	Policies,	sts	AssumeRole,	and	delegate	access	across	AWS	accounts	AWS	:	Identity	and	Access	Management	(IAM)
sts	assume	role	via	aws	cli2	AWS	:	Creating	IAM	Roles	and	associating	them	with	EC2	Instances	in	CloudFormation	AWS	Identity	and	Access	Management	(IAM)	Roles,	SSO(Single	Sign	On),	SAML(Security	Assertion	Markup	Language),	IdP(identity	provider),	STS(Security	Token	Service),	and	ADFS(Active	Directory	Federation	Services)	AWS	:
Amazon	Route	53	AWS	:	Amazon	Route	53	-	DNS	(Domain	Name	Server)	setup	AWS	:	Amazon	Route	53	-	subdomain	setup	and	virtual	host	on	Nginx	AWS	Amazon	Route	53	:	Private	Hosted	Zone	AWS	:	SNS	(Simple	Notification	Service)	example	with	ELB	and	CloudWatch	AWS	:	Lambda	with	AWS	CloudTrail	AWS	:	SQS	(Simple	Queue	Service)	with
NodeJS	and	AWS	SDK	AWS	:	Redshift	data	warehouse	AWS	:	CloudFormation	AWS	:	CloudFormation	Bootstrap	UserData/Metadata	AWS	:	CloudFormation	-	Creating	an	ASG	with	rolling	update	AWS	:	Cloudformation	Cross-stack	reference	AWS	:	OpsWorks	AWS	:	Network	Load	Balancer	(NLB)	with	Autoscaling	group	(ASG)	AWS	CodeDeploy	:	Deploy
an	Application	from	GitHub	AWS	EC2	Container	Service	(ECS)	AWS	EC2	Container	Service	(ECS)	II	AWS	Hello	World	Lambda	Function	AWS	Lambda	Function	Q	&	A	AWS	Node.js	Lambda	Function	&	API	Gateway	AWS	API	Gateway	endpoint	invoking	Lambda	function	AWS	API	Gateway	invoking	Lambda	function	with	Terraform	AWS	API	Gateway
invoking	Lambda	function	with	Terraform	-	Lambda	Container	Amazon	Kinesis	Streams	AWS:	Kinesis	Data	Firehose	with	Lambda	and	ElasticSearch	Amazon	DynamoDB	Amazon	DynamoDB	with	Lambda	and	CloudWatch	Loading	DynamoDB	stream	to	AWS	Elasticsearch	service	with	Lambda	Amazon	ML	(Machine	Learning)	Simple	Systems	Manager
(SSM)	AWS	:	RDS	Connecting	to	a	DB	Instance	Running	the	SQL	Server	Database	Engine	AWS	:	RDS	Importing	and	Exporting	SQL	Server	Data	AWS	:	RDS	PostgreSQL	&	pgAdmin	III	AWS	:	RDS	PostgreSQL	2	-	Creating/Deleting	a	Table	AWS	:	MySQL	Replication	:	Master-slave	AWS	:	MySQL	backup	&	restore	AWS	RDS	:	Cross-Region	Read	Replicas
for	MySQL	and	Snapshots	for	PostgreSQL	AWS	:	Restoring	Postgres	on	EC2	instance	from	S3	backup	AWS	:	Q	&	A	AWS	:	Security	AWS	:	Scaling-Up	AWS	:	Networking	AWS	:	Single	Sign-on	(SSO)	with	Okta	AWS	:	JIT	(Just-in-Time)	with	Okta	Ph.D.	/	Golden	Gate	Ave,	San	Francisco	/	Seoul	National	Univ	/	Carnegie	Mellon	/	UC	Berkeley	/	DevOps	/
Deep	Learning	/	Visualization	Sponsor	Open	Source	development	activities	and	free	contents	for	everyone.	Thank	you.	-	K	Hong	Creates	a	new	role	for	your	AWS	account.	For	more	information	about	roles,	see	IAM	roles.	For	information	about	quotas	for	role	names	and	the	number	of	roles	you	can	create,	see	IAM	and	AWS	STS	quotas	in	the	IAM	User
Guide.SyntaxTo	declare	this	entity	in	your	AWS	CloudFormation	template,	use	the	following	syntax:{	"Type"	:	"AWS::IAM::Role",	"Properties"	:	{	"AssumeRolePolicyDocument"	:	Json,	"Description"	:	String,	"ManagedPolicyArns"	:	[	String,	...	],	"MaxSessionDuration"	:	Integer,	"Path"	:	String,	"PermissionsBoundary"	:	String,	"Policies"	:	[	Policy,	...	],
"RoleName"	:	String,	"Tags"	:	[	Tag,	...	]	}	}	PropertiesAssumeRolePolicyDocument	The	trust	policy	that	is	associated	with	this	role.	Trust	policies	define	which	entities	can	assume	the	role.	You	can	associate	only	one	trust	policy	with	a	role.	For	an	example	of	a	policy	that	can	be	used	to	assume	a	role,	see	Template	Examples.	For	more	information
about	the	elements	that	you	can	use	in	an	IAM	policy,	see	IAM	Policy	Elements	Reference	in	the	IAM	User	Guide.	Required:	YesType:	JsonUpdate	requires:	No	interruptionDescription	A	description	of	the	role	that	you	provide.	Required:	NoType:	StringMaximum:	1000Pattern:	[\p{L}\p{M}\p{Z}\p{S}\p{N}\p{P}]*Update	requires:	No
interruptionManagedPolicyArns	A	list	of	Amazon	Resource	Names	(ARNs)	of	the	IAM	managed	policies	that	you	want	to	attach	to	the	role.	For	more	information	about	ARNs,	see	Amazon	Resource	Names	(ARNs)	and	AWS	Service	Namespaces	in	the	AWS	General	Reference.	Required:	NoType:	List	of	StringUpdate	requires:	No
interruptionMaxSessionDuration	The	maximum	session	duration	(in	seconds)	that	you	want	to	set	for	the	specified	role.	If	you	do	not	specify	a	value	for	this	setting,	the	default	value	of	one	hour	is	applied.	This	setting	can	have	a	value	from	1	hour	to	12	hours.	Anyone	who	assumes	the	role	from	the	or	API	can	use	the	DurationSeconds	API	parameter
or	the	duration-seconds	CLI	parameter	to	request	a	longer	session.	The	MaxSessionDuration	setting	determines	the	maximum	duration	that	can	be	requested	using	the	DurationSeconds	parameter.	If	users	don't	specify	a	value	for	the	DurationSeconds	parameter,	their	security	credentials	are	valid	for	one	hour	by	default.	This	applies	when	you	use
the	AssumeRole*	API	operations	or	the	assume-role*	CLI	operations	but	does	not	apply	when	you	use	those	operations	to	create	a	console	URL.	For	more	information,	see	Using	IAM	roles	in	the	IAM	User	Guide.	Required:	NoType:	IntegerMinimum:	3600Maximum:	43200Update	requires:	No	interruptionPath	The	path	to	the	role.	For	more	information
about	paths,	see	IAM	Identifiers	in	the	IAM	User	Guide.	This	parameter	is	optional.	If	it	is	not	included,	it	defaults	to	a	slash	(/).	This	parameter	allows	(through	its	regex	pattern)	a	string	of	characters	consisting	of	either	a	forward	slash	(/)	by	itself	or	a	string	that	must	begin	and	end	with	forward	slashes.	In	addition,	it	can	contain	any	ASCII	character
from	the	!	(\u0021)	through	the	DEL	character	(\u007F),	including	most	punctuation	characters,	digits,	and	upper	and	lowercased	letters.	Required:	NoType:	StringMinimum:	1Maximum:	512Pattern:	(\u002F)|(\u002F[\u0021-\u007F]+\u002F)Update	requires:	ReplacementPermissionsBoundary	The	ARN	of	the	policy	used	to	set	the	permissions
boundary	for	the	role.	For	more	information	about	permissions	boundaries,	see	Permissions	boundaries	for	IAM	identities	in	the	IAM	User	Guide.	Required:	NoType:	StringUpdate	requires:	No	interruptionPolicies	Adds	or	updates	an	inline	policy	document	that	is	embedded	in	the	specified	IAM	role.	When	you	embed	an	inline	policy	in	a	role,	the
inline	policy	is	used	as	part	of	the	role's	access	(permissions)	policy.	The	role's	trust	policy	is	created	at	the	same	time	as	the	role.	You	can	update	a	role's	trust	policy	later.	For	more	information	about	IAM	roles,	go	to	Using	Roles	to	Delegate	Permissions	and	Federate	Identities.	A	role	can	also	have	an	attached	managed	policy.	For	information	about
policies,	see	Managed	Policies	and	Inline	Policies	in	the	IAM	User	Guide.	For	information	about	limits	on	the	number	of	inline	policies	that	you	can	embed	with	a	role,	see	Limitations	on	IAM	Entities	in	the	IAM	User	Guide.	If	an	external	policy	(such	as	AWS::IAM::Policy	or	AWS::IAM::ManagedPolicy)	has	a	Ref	to	a	role	and	if	a	resource	(such	as
AWS::ECS::Service)	also	has	a	Ref	to	the	same	role,	add	a	DependsOn	attribute	to	the	resource	to	make	the	resource	depend	on	the	external	policy.	This	dependency	ensures	that	the	role's	policy	is	available	throughout	the	resource's	lifecycle.	For	example,	when	you	delete	a	stack	with	an	AWS::ECS::Service	resource,	the	DependsOn	attribute
ensures	that	AWS	CloudFormation	deletes	the	AWS::ECS::Service	resource	before	deleting	its	role's	policy.	Required:	NoType:	List	of	PolicyUpdate	requires:	No	interruptionRoleName	A	name	for	the	IAM	role,	up	to	64	characters	in	length.	For	valid	values,	see	the	RoleName	parameter	for	the	CreateRole	action	in	the	IAM	User	Guide.	This	parameter
allows	(per	its	regex	pattern)	a	string	of	characters	consisting	of	upper	and	lowercase	alphanumeric	characters	with	no	spaces.	You	can	also	include	any	of	the	following	characters:	_+=,.@-.	The	role	name	must	be	unique	within	the	account.	Role	names	are	not	distinguished	by	case.	For	example,	you	cannot	create	roles	named	both	"Role1"	and
"role1".	If	you	don't	specify	a	name,	AWS	CloudFormation	generates	a	unique	physical	ID	and	uses	that	ID	for	the	role	name.	If	you	specify	a	name,	you	must	specify	the	CAPABILITY_NAMED_IAM	value	to	acknowledge	your	template's	capabilities.	For	more	information,	see	Acknowledging	IAM	Resources	in	AWS	CloudFormation	Templates.	Naming
an	IAM	resource	can	cause	an	unrecoverable	error	if	you	reuse	the	same	template	in	multiple	Regions.	To	prevent	this,	we	recommend	using	Fn::Join	and	AWS::Region	to	create	a	Region-specific	name,	as	in	the	following	example:	{"Fn::Join":	["",	[{"Ref":	"AWS::Region"},	{"Ref":	"MyResourceName"}]]}.	Required:	NoType:	StringUpdate	requires:
ReplacementTags	A	list	of	tags	that	are	attached	to	the	role.	For	more	information	about	tagging,	see	Tagging	IAM	resources	in	the	IAM	User	Guide.	Required:	NoType:	List	of	TagMaximum:	50Update	requires:	No	interruptionReturn	valuesRefWhen	the	logical	ID	of	this	resource	is	provided	to	the	Ref	intrinsic	function,	Ref	returns	the	resource
name.For	example:	{	"Ref":	"RootRole"	}	For	the	AWS::IAM::Role	resource	with	the	logical	ID	RootRole,	Ref	will	return	the	role	name.For	more	information	about	using	the	Ref	function,	see	Ref.Fn::GetAttThe	Fn::GetAtt	intrinsic	function	returns	a	value	for	a	specified	attribute	of	this	type.	The	following	are	the	available	attributes	and	sample	return
values.	For	more	information	about	using	the	Fn::GetAtt	intrinsic	function,	see	Fn::GetAtt.Arn	Returns	the	Amazon	Resource	Name	(ARN)	for	the	role.	For	example:	{"Fn::GetAtt"	:	["MyRole",	"Arn"]	}	This	will	return	a	value	such	as	arn:aws:iam::1234567890:role/MyRole-AJJHDSKSDF.	RoleId	Returns	the	stable	and	unique	string	identifying	the	role.
For	example,	AIDAJQABLZS4A3QDU576Q.	For	more	information	about	IDs,	see	IAM	Identifiers	in	the	IAM	User	Guide.	ExamplesIAM	Role	with	Embedded	Policy	and	Instance	ProfilesThis	example	shows	an	embedded	policy	in	the	AWS::IAM::Role.	The	policy	is	specified	inline	in	the	Policies	property	of	the	AWS::IAM::Role.{
"AWSTemplateFormatVersion":	"2010-09-09",	"Resources":	{	"RootRole":	{	"Type":	"AWS::IAM::Role",	"Properties":	{	"AssumeRolePolicyDocument":	{	"Version":	"2012-10-17",	"Statement":	[	{	"Effect":	"Allow",	"Principal":	{	"Service":	[	"ec2.amazonaws.com"	]	},	"Action":	[	"sts:AssumeRole"	]	}	]	},	"Path":	"/",	"Policies":	[	{	"PolicyName":	"root",
"PolicyDocument":	{	"Version":	"2012-10-17",	"Statement":	[	{	"Effect":	"Allow",	"Action":	"*",	"Resource":	"*"	}	]	}	}	]	}	},	"RootInstanceProfile":	{	"Type":	"AWS::IAM::InstanceProfile",	"Properties":	{	"Path":	"/",	"Roles":	[	{	"Ref":	"RootRole"	}	]	}	}	}	}AWSTemplateFormatVersion:	"2010-09-09"	Resources:	RootRole:	Type:	'AWS::IAM::Role'	Properties:
AssumeRolePolicyDocument:	Version:	"2012-10-17"	Statement:	-	Effect:	Allow	Principal:	Service:	-	ec2.amazonaws.com	Action:	-	'sts:AssumeRole'	Path:	/	Policies:	-	PolicyName:	root	PolicyDocument:	Version:	"2012-10-17"	Statement:	-	Effect:	Allow	Action:	'*'	Resource:	'*'	RootInstanceProfile:	Type:	'AWS::IAM::InstanceProfile'	Properties:	Path:	/	Roles:
-	!Ref	RootRoleIAM	Role	with	External	Policy	and	Instance	ProfilesIn	this	example,	the	Policy	and	InstanceProfile	resources	are	specified	externally	to	the	IAM	Role.	They	refer	to	the	role	by	specifying	its	name,	"RootRole",	in	their	respective	Roles	properties.{	"AWSTemplateFormatVersion":	"2010-09-09",	"Resources":	{	"RootRole":	{	"Type":
"AWS::IAM::Role",	"Properties":	{	"AssumeRolePolicyDocument":	{	"Version"	:	"2012-10-17",	"Statement":	[	{	"Effect":	"Allow",	"Principal":	{	"Service":	[	"ec2.amazonaws.com"	]	},	"Action":	[	"sts:AssumeRole"	]	}	]	},	"Path":	"/"	}	},	"RolePolicies":	{	"Type":	"AWS::IAM::Policy",	"Properties":	{	"PolicyName":	"root",	"PolicyDocument":	{	"Version"	:
"2012-10-17",	"Statement":	[	{	"Effect":	"Allow",	"Action":	"*",	"Resource":	"*"	}	]	},	"Roles":	[	{	"Ref":	"RootRole"	}	]	}	},	"RootInstanceProfile":	{	"Type":	"AWS::IAM::InstanceProfile",	"Properties":	{	"Path":	"/",	"Roles":	[	{	"Ref":	"RootRole"	}	]	}	}	}	}	AWSTemplateFormatVersion:	"2010-09-09"	Resources:	RootRole:	Type:	"AWS::IAM::Role"	Properties:
AssumeRolePolicyDocument:	Version:	"2012-10-17"	Statement:	-	Effect:	"Allow"	Principal:	Service:	-	"ec2.amazonaws.com"	Action:	-	"sts:AssumeRole"	Path:	"/"	RolePolicies:	Type:	"AWS::IAM::Policy"	Properties:	PolicyName:	"root"	PolicyDocument:	Version:	"2012-10-17"	Statement:	-	Effect:	"Allow"	Action:	"*"	Resource:	"*"	Roles:	-	Ref:	"RootRole"
RootInstanceProfile:	Type:	"AWS::IAM::InstanceProfile"	Properties:	Path:	"/"	Roles:	-	Ref:	"RootRole"	See	alsoDid	this	page	help	you?	-	YesThanks	for	letting	us	know	we're	doing	a	good	job!If	you've	got	a	moment,	please	tell	us	what	we	did	right	so	we	can	do	more	of	it.Did	this	page	help	you?	-	NoThanks	for	letting	us	know	this	page	needs	work.
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